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Configurations, Troubleshooting, and Secure Browser
Installation for Windows

This document contains instructions for installing the Secure Browser, as well as configurations,
troubleshooting, and advanced Secure Browser installation instructions for your network and
Windows devices.

Secure Browser Installation Instructions

Below you will find the installation instructions for the Windows Secure Browser as well as
steps to set up Microsoft’s Take a Test app for Windows.

Installing Secure Browser for Windows

This procedure installs Secure Browser on all supported versions of Windows.

1. If youinstalled a previous version of the secure browser by copying its directory from one
computer to another, manually uninstall the secure browser by deleting the installation
folder and the desktop shortcut. (If you installed the secure browser using the Windows
installation program, the installation package automatically removes it.)

2. Download the Secure Browser on the Windows tab on the Secure Browsers page. A dialog
window opens.

3. Do one of the following (this step may vary depending on the browser you are using):

o If presented with a choice to Run or Save the file, click Run. This opens the Secure
Browser Setup wizard.

o If presented only with the option to Save, save the file to a convenient location. After
saving the file, double-click the installation file FLSecureBrowser-Win.msi to open the
setup wizard.

4. Follow the instructions in the setup wizard. When prompted for setup type, click Install.
5. Click Finish to exit the setup wizard. The following items are installed:

o The secure browser to the default location C:\Program Files\FLSecureBrowser

o A shortcut FLSecureBrowser to the desktop.

6. Ensure all background jobs, such as virus scans or software updates, are scheduled outside
of test windows. For example, if your testing takes place between 8:00 a.m. and 3:00 p.m.,
schedule background jobs outside of these hours.


https://fsassessments.org/secure-browsers.html

7. Optional: Apply proxy settings, if needed. For more information about proxy settings
consult the Technology Setup for Online Testing document.

8. Click OK to close the Properties dialog box.

9. Run the browser by double-clicking the FLSecureBrowser shortcut on the desktop. The
secure browser opens displaying the student login screen. The browser fills the entire
screen and hides the task bar.

10. To exit the browser, click X in the upper-right corner of the screen.

Setting up Microsoft's Take a Test app for Windows 10

Windows 10 and 10 in S Mode come with Microsoft’s Take a Test app, which enforces a locked-
down, secure testing environment identical to CAl’s Secure Browser. Users of the Take a Test
app do not need to install the Secure Browser on the testing machine. For more information
about configuring Take a Test, see https://docs.microsoft.com/en-us/education/windows/take-
tests-in-windows-10.

For more information on installing Take a Test on multiple computers, see
https://docs.microsoft.com/en-us/education/windows/take-a-test-multiple-pcs.

Creating a Dedicated Account for Take a Test

To set up Take a Test on an individual computer, you will need to create a dedicated local test
account. This method should be used for non-permissive mode users only, as permissive mode
features will not be accessible in a dedicated test account.

Note: Assessments administered through the Take a Test app will detect some forbidden apps
are running in the background even if users don’t start these apps, which causes the Take a Test
app to log a user out of their account. (For more information,

see https://support.microsoft.com/en-us/help/4338725/k-12-assessment-unexpected-reports-
apps-running-background-windows-10.) Because of this, CAl has disabled the forbidden app
check when using the Take a Test app through a dedicated test account.

To create a dedicated test account:

1. Sign into the device with an administrator account.

2. Go to Settings > Accounts > Family & other people > Add someone else to this PC > | don’t
have this person’s sign-in information > Add a user without a Microsoft account. Fill out
the fields and close out of the window.

3. Go to Settings > Accounts > Access work or school > Set up an account for taking tests.


https://fsassessments.org/-/media/project/client-portals/florida/pdf/2019q3/technology-setup-for-online-testing.pdf
https://docs.microsoft.com/en-us/education/windows/take-tests-in-windows-10
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4. Select the local account that you created in step 2. This account will be used as the
dedicated testing account.

5. Inthe Enter the test's web address field, enter https://fl.tds.cambiumast.com/student/
6. Click Save.

The student can now sign into the dedicated account to take the specified test.

Additional Instructions for Installing the Secure Browser for
Windows

This section contains additional installation instructions for installing the Secure Browser for
Windows under a variety of deployment scenarios. One scenario describes installing the Secure
Browser on a shared network drive, from which students would then run the Browser.
However, there are significant drawbacks to this method. Running the Secure Browser from a
shared network drive creates contention among the students’ client machines for two
resources: LAN bandwidth and shared drive 1/0. This performance impact can be avoided by
installing the Secure Browser locally on each machine. CAl strongly discourages the use of
network shared drive installation for the Secure Browser, as this setup can compromise the
stability and performance of the browser, especially during peak testing times.

Installing the Secure Browser via the Command Line

In this scenario, a user with administrator rights installs the Secure Browser from the command
line. If you do not have administrator rights, refer to the section Installing the Secure Browser
Without Administrator Rights.

If you are not signed on to the computer as an administrator, obtain the administrator
password.

Previously installed versions of the Secure Browser must be manually uninstalled before
installing the current version.

1. Navigate to the Secure Browsers page of the Florida Statewide Assessments Portal. Click the
Windows tab, then click Download Browser. A dialog window opens.

2. Save the file on the computer (this step may vary depending on the browser you are using):

o If presented with a choice to Run or Save the file, click Save, and save the file to a
convenient location.

o If presented only with the option to Save, save the file to a convenient location.

3. Note the full path and filename of the downloaded file, such as
c:\temp\XxxSecureBrowser-Win.msi.


https://fsassessments.org/secure-browsers.html

4. Open a command prompt as the administrator by doing the following:

a. Click Start and locate the Command Prompt application. (In some versions of Windows
the application is under All Programs > Accessories > Command Prompt.)

b. Right-click Command Prompt and select Run as Administrator.

c. Asnecessary, type the administrator password for the computer. The command prompt
opens.

(You need to do step 4 only once for the current login. The next time you open the
command prompt, Windows retains the administrator role.)

5. Runthe command msiexec /I <Source> [/quiet] [INSTALLDIR=<Target>]
<Source> Path to the installation file, such as C:\temp\FLSecureBrowser-Win.msi.

<Target> Path to the location where you want to install the Secure Browser. If
absent, installs to the directory described in step 7. The installation
program creates the directory if it does not exist.

/I Perform an install.
[/quiet] Quiet mode, no interaction.

For example, the command

msiexec /I c:\temp\FLSecureBrowserWin.msi /quiet
INSTALLDIR=C:\AssessmentTesting\BrowserInstallDirectory

installs the Secure Browser from the installation package at C:\temp\
XXSecureBrowser-Win.msi into the directory
C:\AssessmentTesting\BrowserInstallDirectory using quiet mode.

6. Follow the instructions in the setup wizard. When prompted for setup type, click Install.
7. Click Finish to exit the setup wizard. The following items are installed:

a. The Secure Browser to the default location C:\Program Files\FLSecureBrowser\

b. A shortcut FLSecureBrowser to the desktop.

8. Ensure all background jobs, such as virus scans or software updates, are scheduled outside
of test windows. For example, if your testing takes place between 8:00 a.m. and 3:00 p.m.,
schedule background jobs outside of these hours.



9. Run the browser by double-clicking the FLSecureBrowser shortcut on the desktop. The
Secure Browser opens displaying the student login screen. The browser fills the entire
screen and hides the task bar.

10. To exit the browser, click X in the upper-right corner of the screen.

Sharing the Secure Browser over a Network

While the Secure Browser can be installed on a server’s shared drive and then shared to each
testing computer’s desktop via a shortcut, CAl strongly discourages this setup as it can
compromise the stability and performance of the browser, especially during peak testing
times.

Copying the Secure Browser Installation Directory to Testing Computers

In this scenario, a network administrator installs the Secure Browser on one machine and
copies the entire installation directory to testing computers.

1. Onthe computer from where you will copy the installation directory, install the Secure
Browser following the directions on your portal. Note the path of the installation directory,
such as:

C:\Program Files\FLSecureBrowser.

2. Identify the directory on the local testing computers to which you will copy the browser file
(it should be the same directory on all computers). For example, you may want to copy the
directory to

C:\AssesssmentTesting\
Ensure you select a directory in which the students can run executables.
3. On each local testing computer, do the following:

a. Ensure all background jobs, such as virus scans or software updates, are scheduled
outside of test windows. For example, if your testing takes place between 8:00 a.m. and
3:00 p.m., schedule background jobs outside of these hours.

b. Copy the installation directory used in step 1 from the remote machine to the directory
you selected in step 2. For example, if the target directory is

C:\AssesssmentTesting\
you are creating a new folder
C:\AssesssmentTesting\FLSecureBrowser

c. Copy the shortcut



C:\AssesssmentTesting\FLSecureBrowser\FLSecureBrowser.exe -
Shortcut.1lnk

to the desktop.

d. Run the browser by double-clicking the FLSecureBrowser Y shortcut on the desktop.
The Secure Browser opens displaying the student login screen. The browser fills the
entire screen and hides the task bar.

e. To exit the browser, click X in the upper-right corner of the screen.

Installing the Secure Browser for Use with an NComputing Terminal

In this scenario, a network administrator installs the Secure Browser on a Windows server
accessed through an NComputing terminal. Prior to testing day, the testing coordinator
connects consoles to the NComputing terminal, logs in from each to the Windows server, and
starts the Secure Browser so that it is ready for the students.

This procedure assumes that you already have a working NComputing topology with consoles
able to reach the Windows server.

1. Login to the machine running the Windows server.

2. Install the Secure Browser following the directions on the Secure Browser page on the
portal.

3. Open Notepad and type the following command (no line breaks):

"C:\Program Files\FLSecureBrowser\FLSecureBrowser.exe" -CreateProfile
%SESSTONNAME%

If you used a different installation path on the Windows server, use that in the above
command.

4. Save the file to the desktop as
logon.bat

5. Create a group policy object that runs the file logon.bat each time a user logs in. For
details, see Creating Group Policy Objects.

6. On each NComputing console, create a new FLSecureBrowser 1S/ desktop shortcut by
doing the following (this step is necessary because the default shortcut created by the
installation program has an incorrect target):

a. Connect to the NComputing terminal.

b. Login to the Windows server with administrator privileges.


https://fsassessments.org/technology-resources/secure-browsers.stml

c. Delete the Secure Browser’s shortcut appearing on the desktop.

d. Navigate to the Secure Browser’s installation directory, usually the path listed below:
C:\Program Files\FLSecureBrowser\

e. Right-click the file
FLSecureBrowser.exe

and select Send To > Desktop (create shortcut).

f.  On the desktop, right-click the new shortcut ®¥ and select Properties. The Shortcut
Properties dialog box appears.

g. Under the Shortcut tab, in the Target field, type the following command:
“C:\Program Files\FLSecureBrowser\FLSecureBrowser.exe” -P %SESSIONNAME%

If you used a different installation path on the Windows server, use that in the above
command.

h. Click OK to close the Properties dialog box.
7. Verify the installation by double-clicking the shortcut to start the Secure Browser.

Installing the Secure Browser Without Administrator Rights

In this scenario, you copy the Secure Browser from one machine where it is installed onto
another machine on which you do not have administrator rights.

1. Logon to a machine on which the Secure Browser is installed.
2. Copy the entire folder where the browser was installed, usually
C:\Program Files\FLSecureBrowser

to a removable drive or shared network location.

3. Copy the entire directory from the shared location or removable drive to any directory on
the target computer.

4. In the folder where you copied the Secure Browser, right-click

FLSecureBrowser.exe

and select Send To > Desktop (create shortcut).



5. Ensure all background jobs, such as virus scans or software updates, are scheduled outside
of test windows. For example, if your testing takes place between 8:00 a.m. and 3:00 p.m.,
schedule background jobs outside of these hours.

6. Double-click the desktop shortcut WY to run the Secure Browser.

Uninstalling the Secure Browser on Windows

The following sections describe how to uninstall the Secure Browser from Windows or from the
command line. Previously installed versions of the Secure Browser must be manually
uninstalled before installing the current version.

Uninstalling via the User Interface

The following instructions may vary depending on your version of Windows.

1. Navigate to Settings > System > Apps & features (Windows 10) or Control Panel > Add or
Remove Programs or Uninstall a Program (previous versions of Windows).

2. Select the Secure Browser program FLSecureBrowser and click Remove or Uninstall.
3. Follow the instructions in the uninstall wizard.

Uninstalling via the Command Line

1. Openacommand prompt.

2. Runthe command msiexec /X <Source> /quiet

<Source> Path to the executable file, such as C: \MSI\XXSecureBrowser.exe.
/X Perform an uninstall.
[/quiet] Quiet mode, no interaction.

For example, the command

msiexec /X C:\AssessmentTesting\XXSecureBrowser.exe /quiet
uninstalls the Secure Browser installed at

C:\AssessmentTesting\

using quiet mode.

Installing the Secure Browser on Windows Tablet Devices

The procedure for installing the Secure Browser on Windows tablet devices is the same for
installing it on desktops. See above for details.



Creating Group Policy Objects

Many of the procedures listed above refer to creating a group policy object. These are objects
that Windows executes upon certain events. The following procedure explains how to create a
group policy object that runs a script when a user logs in. The script itself is saved in the file:

logon.bat

For additional information about creating group policy objects, see
https://technet.microsoft.com/en-us/library/cc754740(v=ws.11).aspx.

1. Inthe task bar (Windows 10), or in Start > Run (previous versions of Windows), enter

gpedit.msc. The Local Group Policy Editor appears.

\=[ Local Group Policy Editor

oo E e S

File Action VNiew Help

=56 =l

=[ Local Computer Policy
: % Computer Configuration
4 % User Configuration
» ] Software Settings
4 || Windows Settings
=] Scripts (Logon/Legoff)
» H Security Settings
v J.I Policy-based QoS
» = Deployed Printers
» 7] Administrative Templates

.= Scripts (Logon/Logoff)
Logon Name

. . [ Logen
Display Properties £ Logoff

Description:
Contains user logon scripts.

\ Extended /(Standard

2. Expand Local Computer Policy > User Configuration > Windows Settings > Scripts

(Logon/Logoff).

3. Select Logon and click Properties. The Logon Properties dialog box appears.

Logon Properties l PG
Scripts | PowerShell Scripts

= Logon Scripts for Local Computer

Name Parameters

C:\Windows\System32\... Up

Bemove
To view the script files stored in this Group Policy Object, press
the button below
Show Files...

10


https://technet.microsoft.com/en-us/library/cc754740(v=ws.11).aspx

4. Click Add. The Add a Script dialog box appears.

Add a Script [

Script Name:
CAWindows \System324Group Policy Machine \Scripts' Browse...

Script Parameters:

oK ) [ caneal |

5. Click Browse... and navigate to the logon.bat you want to run.
6. Click OK. You return to the Logon Properties dialog box.
7. Click OK. You return to the Local Group Policy Editor.

8. Close the Local Group Policy Editor.

Additional Configurations for Windows

This section contains additional configurations required for setting up Windows devices for
testing.

Disabling Fast User Switching

Fast User Switching is a feature in all supported versions of Windows that allows for more than
one user to be logged in at the same time. If Fast User Switching is not disabled and students
try to access it during a test, the Secure Browser will log the student out of the test. The
following sections describe how to disable Fast User Switching for different versions of
Windows.

If you plan to use the Take a Test app on a dedicated test account on a Windows 10 device, do
not disable fast user switching, as it causes the machine to enter an infinite loop when
rebooted.

11



Disabling Fast User Switching in All Supported Versions of Windows

The following procedure describes how to disable Fast User Switching under all supported
versions of Windows.

1. Inthe Search charm, type gpedit.msc. Apps

Double-click the gpedit icon in the Apps

pane. The Local Group Policy Editor window

opens. File Action View  Help
p o920 2 Bm T

Distributed CON 4
- Logon

Driver Installatio

2. Navigate to Computer Configuration > 8 Eoy AT (i tor st s St

Enhanced Stora oo
Fle Classification | o9 ] Assign a default domain for logon

Administrative Templates > System > B Fic S S| i ] Tum off PN ogon and picture password logon

Local Group Policy Editor E=E

Filesystem £ Exclude credential providers
Logon Folder Redirectic || Requirements: = Do not process the legacy run list
* a ||| At least Windows Vista B
Group Policy |5 ] Do not process the run once list
Intemet Comme, | o o 1] Turn off app notifications on the lock screen
] iscs! “This policy setting allows you to . Turn off Windows Startup sound

KDC hide the Switch User interface in | Do not enumerate connected users on domain-joined

3. Inthe Setting pane, double-click Hide entry Kabeos [ rlogonUlthe S mnuand ) . Enmente s n domat g cemptes
) Locale Services thid Tk Marisger =] Hide entry points for Fast User Switching |

. . . Legen If ble this policy setti | Always use classic logon
points for Fast User Switching.  Nettogss | o 0%, || 0o o gty e G Sttt ko scrsn e

Performance Co || from the user who is attempting

] Run these programs at user logon &
Power Managen _ || tolog on or is logged on to the 15 W o user loge
R ~ || comnuter that hac this noliey % ' ’
|\ Extended A Standard

15 setting(s)

4. Select Enabled and then click OK. Y Hide entry points for Fast User Switching =
i y points for Fi Jser Switchi [ | e |
P} Hide entry points for Fast User Switching reviows Seting Nextseting
Not Configured  Comment:
@ Enabled
Disabled
Supported On: A4 jeast Windows Vista
Options: Help:
This policy setting allows you te hide the Switch User interface inthe | *
Logon Ul the Start menu and the Task Manager.
If you enable this policy setting, the Switch User interface is hidden
from the user whe is attempting to log on of i logged on to the
computer that has this policy applied.
The locations that Switch User interface appear are in the Logon U,
the Start menu and the Task Manager.
If you disable or do not figure this policy setting, the Switch User
interface is accessible to the user in the three locations.
oK Gneel | [ apety l}
5. Inthe Search charm, type run. The Run dialog | = =
= Run

box opens.

== Typethe name of a program, folder, document, or Internet
6 Enter the command gpupdate /‘FOI"CG intO resource, and Windows will epen it for you.
the text box and then click OK. (Note the Open: | gpupdate /force -

space before the forward slash.)

OK l [ Cancel ] [ Browse...
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7. The command window opens. When you see |- CAWindows\system32\gpupdate exe ==
the message Computer Policy update has :
completed successfully, this will be your
notification that Windows has successfully
disabled Fast User Switching.

Disabling App Prelaunching for Windows

Application Prelaunch is a feature in Windows 10 that allows Universal Windows Platform apps,
such as the Photos app or Edge web browser, to prelaunch and run in the background even if a
user didn’t open the apps themselves. Users will be unable to start Take a Test with these apps
running in the background and will be kicked out of a test if the apps launch while the user is
running the Take a Test app. This does not affect users running the Florida Secure Browser.

App pre-launching can be disabled by using a PowerShell command and editing the registry. For
instructions on how to disable app pre-launching, see this page from Microsoft’s Online
Windows Support.

Disabling Screen Edge Swipe on Windows 10 Touchscreen Devices

Swiping inward from the edge of the display on Windows 10 touchscreen devices opens the
Windows notification center. If this swiping gesture is not disabled and students taking a test in
the Secure Browser on a Windows 10 touchscreen devices swipe from the edge of the screen
during a test, the notification center will open, displaying any notifications that might appear
there and pausing the test. This affects all Windows 10 touchscreen devices. The following
section describes how to disable Screen Edge Swipe using the Local Group Policy Editor.

You can also roll this change out to multiple devices at once using the Registry Editor. To make
this change via the Registry Editor, you must have administrator privileges on the device.

Disabling Screen Edge Swipe Using the Local Group Policy Editor

The following procedure describes how to disable Screen Edge Swipe using the Local Group
Policy Editor.

1. Inthe Search charm, type gpedit.msc. Select the gpedit icon in the Apps pane. The Local
Group Policy Editor window opens.

13
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2. Navigate to Computer Configuration > Administrative Templates > Windows Components >
Edge UL.

=I Local Group Policy Editor - O X

File Action View Help

e A5 = el ¢
_| Camera A  EdgeUl
| Cloud Content All d ) - - .
ate ammen
| Connect ow edge swipe
ot configured o
| Credential User Inte Edit policy settin
_| Data Collection anc T CongaTen. ™

| Delivery Optimizati Requirements:
"I Desktop Gadgets At least Windows Server 2016,
Windows 10

| Desktop Window M

~| Device and Driver C Description:

If you disable this policy setting, users
will not be able to invoke any system
Ul by swiping in from any screen
edge.

Device Registration

- orwerding

| EventLog Service If you enable or do not configure this
- EventLogging policy setting, users will be able to

| Event Viewer invoke system Ul by swiping in from
_| File Explorer the screen edges.

| File History

| Find My Device

_| Handwriting

7 HomeGraup

_| Internet Explorer

3 2 \Extended/\S(andard/
2 setting(s)

3. Inthe right pane, double-click/tap Allow edge swipe. The Allow Edge Swipe window opens.

14



& Allow edge swipe

[} Allow edge swipe

(O Not Configured
() Enabled

(®) Disabled

Options:

Comment:

Supported on:

Next Setting

At least Windows Server 2016, Windows 10

Help:

If you disable this policy setting, users will not be able to invoke
any system Ul by swiping in from any screen edge.

If you enable or do not configure this policy setting, users will be
able to invoke system Ul by swiping in from the screen edges.

4. Select Disabled.
5. Select Apply.

6. Select OK.

7. Close the Local Group Policy Editor window.

8. Restart your computer or tablet for the change to take effect.

Troubleshooting for Windows

This section contains troubleshooting tips for Windows.

15



Resetting Secure Browser Profiles on Windows

If the Florida Help Desk advises you to reset the Secure Browser profile, use the instructions in
this section.

1.

3.

Log on as an admin user or as the user who installed the Secure Browser and close any open
Secure Browsers.

Delete the contents of the following folders:
C:\Users\username\AppData\Local\CAI\

C:\Users\username\AppData\Roaming\CATI\

where username is the Windows user account where the Secure Browser is installed. (Keep
the cAI\ folders, just delete their contents.)

Start the Secure Browser.

Blocking Device Touch Input Using the Group Policy Editor

Some tablets and devices have Touch features that may need to be disabled before testing. The
following procedure describes how to disable the Touch feature on these devices using the
Group Policy Editor:

1.

Type gpedit.msc in the Search box on the Start menu. The Local Group Policy Editor
window appears.

| Local Group Policy Edit =

File Action View Help
= EHE=H

I Local Computer Policy =/ Local Computer Policy
4 i% Computer Configuration

» [ Software Settings

- [ Windows Settings

- (7 Administrative Templates % User Configuration
4 42 User Configuration

» [ Software Settings

» 1 Windows Settings

- ] Administrative Templates

Select an item to view its Name
description. & Computer Configurati..

\Ex‘tended )Z\Standard /

Navigate to Computer Configuration > Administrator Templates > Windows Components.
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ﬂ' Local Group Policy Edito

File Action View Help

El Local Computer Policy
4 & Computer Configuration
» [l Software Settings
- [ Windows Settings
4 [ Administrative Templates
» [ Control Panel
> [ Network
[ Printers
» [ System
4| Windows Components
] ActiveX Installer Service
[ Application Compatibility
[ AutoPlay Policies
» [Z] Backup
1 Biometrics
> ] BitLocker Drive Encryption
[ Credential User Interface

e 5

. Windows Components

Select an item to view its
description.

Setting

[ ActiveX Installer Service
1 Application Compatibility
[ AutoPlay Policies

[ Backup

[ Biometrics

[ BitLocker Drive Encryption
71 Credential User Interface
[l Desktop Gadgets

[l Desktop Window Manager
[ Digital Locker

[ Event Forwarding

[ Event Log Service

“1 Fuant Wiewar

4 I

Extended /H\Standard/

File Action View Help
e B = HBET

3. Scroll down to the Tablet PC folder, then select Input Panel. The following screen displays.

' Local Group Policy Edi =i l

» [X] Remote Desktop Serv + || | Tnput Panel
[] RSS Feeds . o
< Select an item to view its
[ Search

- 3 description.
[ Security Center

2 Shutdown Options

] Smart Card

[ Sound Recorder

4 [ Tablet PC i

1 Accessories L
[ Cursors 1l
2l Handwriting perso—
"] Hardware Buttons
= Input Panel
I Pen Flicks Learning
[ Pen UX Behaviors
[ Tablet PC Pen Trair
. Touch Input 2

Setting

1z Turn off AutoComplete integration with Input P...

Prevent Input Panel tab from appearing

|i=| For tablet pen input, don't show the Input Panel ...

|iz| For touch input, don't show the Input Panel icon
Switch to the Simplified Chinese (PRC) gestures
Turn off password security in Input Panel
Disable text prediction

iz} Include rarely used Chinese, Kanji, or Hanja char...
| Turn off tolerant and Z-shaped scratch-out gest...

State Comment
Not configu... No
Mot configu... No
Mot configu... No
Not configu... No
Mot configu... No
Mot configu... No
Not configu... No
Mot configu... No
Mot configu... No

< i ¥ Extended Standard/

9 setting(s)

o o0 oo

e. Disable text prediction

4. Enable the following items in the Setting column:

Turn off AutoComplete integration with Input Panel
Prevent Input Panel tab from appearing
For tablet pen input, don’t show the Input Panel icon
For touch input, don’t show the Input Panel icon

5. To enable an item in the Setting column, double-click on that item. The following screen will
display that will allow you to enable or disable your selected item as required.
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(@ Not Configured ~ Comment:
(@) Enabled
(©) Disabled

Options:

Supported on:  at jeast Windows Vista

Help:

Turns off the integration of application auto
complete lists with Tablet PC Input Panel in
applications where this behavior is available.

Tablet PC Input Panel is a Tablet PC accessory that | _

enables you to use handwriting or an on-screen
keyboard to enter text, symbols, numbers, or
keyboard shortcuts.

If you enable this policy, application auto

complete lists will never appear next to Input
Panel. Users will not be able to configure this
setting in the Input Panel Options dialog box.

If you disable this policy, application auto

3;_ Turn off AutoComplete integration with Input Panel EE
EEl Tum off AutoComplete integration with Input Panel Next Setting

6. Select Enabled and click OK.

7. Close the Local Group Policy Editor window.

Installing Windows Media Pack for Windows 8.1 N and KN

Some versions of Windows 8.1 are not shipped with media software installed. As a result, you
may need to install software to enable students to listen to and record audio as well as watch
videos.

Microsoft provides additional information as well as a download package for computers with

the following Windows 8.1 versions:

CAl encourages downloading this software and ensuring it works with sample websites and
video and audio files prior to installing the Windows Secure Browser. Installation instructions

Windows 8.1 N

Windows 8.1 N/K with Bing
Windows 8.1 Enterprise N
Windows 8.1 Pro N

Windows 8.1 Pro N/K for EDU

are provided on Microsoft’s download page.
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Microsoft Resources:

e About the Media Feature Pack for Windows 8.1 N and Windows 8.1 KN Editions: April 2014
(http://support.microsoft.com/kb/2929699/en-us)

e Download Media Feature Pack for N and KN Versions of Windows 8.1
(http://www.microsoft.com/en-us/download/details.aspx?id=42503)

Touch Keyboard on Microsoft Surface Pro Tablet

On some Surface Pro devices, the touch keyboard disappears when the student clicks outside a
text box or when the student types an answer into a text box and clicks next. The keyboard fails
to reappear when the student clicks back inside the next text box. To avoid these issues, set the
touch keyboard to appear each time.

To set the touch keyboard to automatically appear each time:

1. Go to Settings (keyboard shortcut: Windows + 1)

3% SETTINGS [[Find a setting

o 4

Devices Network & Internet Personalization
Bluetooth, printers, Wi-Fi, airplane mode, Background, lock
mouse VPN screen, colors

2 G & =)

Accounts Time & language Ease of Access Privacy
c Speech, region, date Narra fier, ation, came

2. Go to Devices > Typing.

3. Scroll down and toggle on: Automatically show the touch keyboard in windowed apps
when there's no keyboard attached to your device.

33 DEVICES [ Finda setting

Printers & scanners Touch keyboard
Play key sounds as | type

Connected devices
@ on

Bluetooth Capitalize the first letter of each sentence
@D on

Mouse & touchpad
Use all uppercase letters when | double-tap Shift

Typing @D on

pen Add the standard keyboard layout as a touch keyboard option
@D off

AutoPlay
Automatically show the touch keyboard in windowed apps when
there’s no keyboard attached to your device
@ on

I! Windows Central
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Disabling Two-finger Scrolling Feature in HP Notebooks with Synaptics
TouchPad

The trackpad software on the HP stream notebooks can cause the Secure Browser to close and
display an “environment not secure” error. This can occur when a student tries to use the
advanced trackpad features such as scrolling gesture with the trackpad. The Synaptics
Touchpad driver is the driver that allows full use of all features of the trackpad. To avoid this
error and the closing of the Secure Browser, disable the TouchPad two-finger scrolling Feature.

To disable the TouchPad feature in HP notebooks with Synaptics TouchPad:

1. Click the Start menu (ﬁ), and then type mouse settings in the search field.
2. Select Mouse settings from the list of options.

3. Select TouchPad.

4. Inthe Scroll and zoom section, clear the Drag two fingers to scroll checkbox.
Settings

@ Home Touchpad

{ En_d a S;tth\g B I _H

Scroll and zoom
Devices

D Drag two fingers to scroll

Bluetooth & other devices
Scrolling direction

&1 Printers & scanners Down motion scrolls down
O Mouse
Pinch to zoom
I E3  Touchpad
Typing

" Pen & Windows Ink
() AutoPlay

f use

Disabling Automatic Volume Reduction

A feature in Windows automatically lowers or mutes the volume of some apps if Windows
detects audio recording, even when the user is not actively using audio recording software. This
section describes how to disable automatic volume reduction.

To disable automatic volume reduction:

1. Open the Start Menu.
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2. Open the Control Panel.
3. Select Sound. The Sound window will open.
4. Select the Communications tab.

5. By default, the option to “Reduce the volume of other sounds by 80%” is selected. Change
this to Do nothing.

6. Select OK.

Troubleshooting Text-to-Speech

Using text-to-speech requires at least one voice pack to be installed on testing computers.

A number of voice packs are available for desktop computers, and CAl researches and tests
voice packs for compatibility with the Secure Browsers. Additionally, not all voice packs that
come pre-installed with operating systems are approved for use with online testing. The voice
packs listed at the end of this section have been tested and are allowed by the Secure Browser.

Using Text-to-Speech

Students using text-to-speech for the practice and operational tests must log in using the
Secure Browser.

We strongly encourage schools to test the text-to-speech settings before students take
operational tests. You can check these settings by running a practice test or the Infrastructure
Trial with text-to-speech enabled or through the diagnostic page. From the student practice
test login screen, click the Run Diagnostics link, and then click the TTS Check button.

How the Secure Browser Selects VVoice Packs

This section describes how CAl’s Secure Browsers select which voice pack to use. It is
recommended that students use the same voice pack that the student uses for instruction.
Moreover, if students were using NeoSpeech Julie prior to the Summer 2020 administration, a
new voice pack must be selected prior to testing to avoid using a ‘demo’ version of the Julie
voice pack.

Voice Pack Selection on Desktop Versions of Secure Browsers

When a student who is using text-to-speech starts a test, the Secure Browser looks for voice
packs on the student’s machine. Upon recognizing an approved voice pack, the Secure Browser
uses the one with the highest priority.

If any of the approved voice packs has also been set as the default voice on the computer, then
that voice pack will always get the highest priority. Currently, Microsoft David is one of the
Voice Packs used to check for proper pronunciation.
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Configuring Windows Text-to-Speech Settings

This section explains how to configure Windows for using text-to-speech with the Secure
Browser. The text-to-speech feature is available on Windows versions as listed on the
Supported Systems & Requirements page.

The instructions in this section are similar for all versions of Windows.

1. Open the Control Panel window and select & Personaztion K Phonzand Modem
. @ QuickTime (32-bit) & Recovery
Speech Recognition. 4 sound
e T3skbar and Start Menu 4 Troubleshooting

¥ Windows Defender 0 Windows Firewall

2. Inthe Speech Recognition window, select
Text to Speech.

3. Configure default text-to-speech | Speech Properties
preferences. Speech Recogntion | Text to Speech
&lézl;:;?hnig:zl;ﬁ;e properties, speed, and other options for
a. Voice selection: If multiple voice packs Voo sdlcion
are available, select the default voice. Microsoft Arna - Engish (United States) -
b. Select Preview Voice to see whether Uss the folowing text t previen the voice:
the Selected VOICG requ'res a rate 'You have selected Microsoft Anna - English (United States) as the computer’s default
a dJ u Stm e nt_ Preview Voice
. . Voice speed
c. Voice speed: If necessary, adjust the
. . {
voice speed. Drag the slider to make S | . | .
the voice speak slower or faster. To
. . Audio Output ... Ad ed...
listen to the rate, select Audio Output. oOdpt.. | [ s
d. When you are done, click OK to save
your settings and then close the
Speech Properties window.
Cancel
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Voice Packs Recognized by Desktop Secure Browsers

The tables in this section display the voice packs for Windows that are currently recognized by
the Secure Browser.

Voice Packs for Windows

Voice Packs Recognized by Secure Browsers—Windows

Vendor Voice Pack Language
Windows (pre-installed) Kate English
Windows (pre-installed) Michael English
Windows (pre-installed) Michelle English
Windows (pre-installed) MSAnna English
Windows (pre-installed) MS_EN-GB_HAZEL English
Windows (pre-installed) MS_EN-US_DAVID English
Windows (pre-installed) MS_EN-US_ZIRA English
Windows (pre-installed) MSMary English
Windows (pre-installed) MSMike English
Windows (pre-installed) MSSam English
Windows (pre-installed) Paul English
Cepstral (commercial) Cepstral_David English
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Windows Technology Coordinator Checklist

This checklist can be printed out and referred to during review of networks and computers used for

testing.

Activity

Target
Completion Date

Reference

For all Operating Systems

[] | Verify that all of your school’s
computers/devices that will be
used for online testing meet the
operating system requirements.

3-4 weeks before
testing begins in
your school

Supported Systems &
Requirements

] Install the secure browser on all
computers/devices that will be
used for testing.

3—-4 weeks before
testing begins in
your school

Configurations,
Troubleshooting, and Secure

Browser Installation for
Windows

[] | Verify that your school’s network
and Internet are properly
configured for testing, including
Allowlisting procedures,
conducting network diagnostics,
and resolving any issues.

3—-4 weeks before
testing begins in
your school

Technology Setup for Online
Testing

[1| Enable pop-up windows and
review configuration
requirements for each operating
system.

1-2 weeks before
testing begins in
your school

Configurations,
Troubleshooting, and Secure

Browser Installation for
Windows

For Windows

1| Install any required text-to-
speech software on computers
that will be used for testing with
that accommodation and verify
the installation.

1-2 weeks before
testing begins in
your school

Using Text-to-Speech

[J| On computers, complete
remainder of additional
configurations, including disable
Fast User Switching and app
prelaunch.

If a student can access multiple
user accounts on a single
computer, you are encouraged
to disable the Fast User
Switching function.

1-2 weeks before
testing begins in
your school

Additional Configurations for
Windows
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Florida Help Desk and User Support

If this document does not answer your questions, please contact the Florida Help Desk.

The Help Desk is open Monday—Friday from 7:00 a.m. to 8:30 p.m. Eastern Time (except
holidays or as otherwise indicated on the Florida Statewide Assessments Portal).

Toll-Free Phone Support: 1-866-815-7246
Email Support: FloridaHelpDesk@CambiumAssessment.com

In order to help us effectively assist you with your issue or question, please be ready to provide
the Florida Help Desk with detailed information that may include the following:

e Device, operating system, and browser version information
e Any error messages and codes that appeared, if applicable
e Information about your network configuration:
o Secure browser installation (to individual machines or network)

o Wired or wireless Internet network setup
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Change Log

Location Change Date
Throughout Guide Updated links to new portal. 9/2/21
Disabling Screen Edge Swipe Added new section. 9/2/21
on Windows 10
Disabling Screen Edge Swipe Added new section. 9/2/21
Using the Local Group Policy
Editor
Throughout Guide Removed references to 32-bit Windows. 9/2/21

Descriptions of the operation of the Test Information Distribution Engine, Test Delivery System,
and related systems are property of Cambium Assessment, Inc. (CAl) and are used with the

permission of CAl.
Cambium
Assessment

26



