


Our Challenge as Parents 
•  Just like driving, the Internet is a powerful 

tool our children need to learn how to use.


•  Just like driving, it is our responsibility to 
teach them how to do it safely.


•  Unlike driving, our kids know more about the 
Internet then we do.




The Access Challenge 
Our kids have moved way beyond just 
computers and access the Internet in multiple 
ways.


– Mobile devices (smartphones, tablets)

– Gaming consoles (Xbox Live, Wii, Nintendo DS)

– Family, friends, school, library




Top Three Risks 
•  Strangers / Criminals


•  Friends


•  Themselves




Strangers / Criminals 
•  Same threats we faced as kids growing up, 

but online criminals can target more people, 
and anonymously.

– Extortion, fraud, identity 

– Predators


•  Law enforcement is actively targeting this 
threat.  You can also turn to them if you are 
concerned about a predator.




Friends 
•  Same threats we faced as kids growing up, 

but on a bigger scale and can happen 
anonymously.

– Cyber bullying

– Ex boyfriend / girlfriend.


•  Usually law enforcement cannot help you 
here.




Themselves 
•  Posting or sharing personal information or 

pictures. Universities and hiring companies 
now do background checks on Facebook.


•  What kids may think is harmless could be a 
crime, such as sharing copyrighted materials 
or hacking sites.




What You Can Do 



Education 
•  Just like the real world, educate your kids on 

how there are bad people. 

•  Ensure your kids feel comfortable talking to 

you. Ask them to explain to you about the 
technologies they are using.


•  Education is your strongest weapon, 
technology CANNOT keep up. In addition, as 
kids get older, you have less control.




Dedicated Computer   
•  Have a computer dedicated just for the kids.


– Keep it updated / patched with AV and firewall.

– Make sure each child has their own, non-

privelleged account.


•  Have your children be responsible for 
keeping the computer up to date and secure 
(let them rebuild it when it gets slow).




Mobile Devices 
•  Have a central, family charging station.

•  All devices go there when devices are not in 

use and before kids go to bed.

•  When kids are not at home and have a 

smartphone, it has to be on, tracking 
enabled, and they have to respond to all calls 
from Mom or Dad (no phone dying due too 
gaming).




Keep It Public 
•  Keep computer in a public area.

•  Keep printer in public area (kids like to print 

LOTS of colored pages).

•  Post family electronics rules (think family 

Acceptable Use Policy) next to computer.




Online Rules 
1.  Post by the computer.

2.  Have kids review and agree to document, 

perhaps even have them help develop it.

3.  Like any AUP, you will need to update it as 

kids get older.

–  Times kids can or cannot be online.

–  What they can and cannot do.

–  Who to report any questions or concerns to.




Grandparents 
•  Just like you train your kids, you may need to 

train the grandparents.

•  When kids are at Grandma’s, what rules 

apply, are those systems secure?


What happens at Grandma’s stays at 
Grandma’s




Technology Controls 
•  Filtering allows you to control what activity 

your children can and cannot do.


•  Monitoring is passive, it only logs and reports 
what your children were doing.




Filtering 
•  Most effective for younger children, prevents 

them from accidently accessing harmful 
content.


•  As children get older, easier to bypass.

•  Certain websites are their own ‘ecosystem’ 

and hard to filter, such as YouTube, 
Facebook or Instagram.




Monitoring 
•  Just like at work, allows you to capture online 

activity.

•  When in doubt, log it.  You can always 

disable later.

•  For mobile devices, if you want to monitor 

your kids you have to go with Android.




What To Look For 
•  Can it support multiple devices on multiple 

operating systems?

•  Can it support multiple accounts (one for 

each child).

•  Can you access configuration and reporting 

remotely or be sent automated reports?






OpenDNS 
•  Free service.

•  Set-up as your DNS server.

•  Will block attempts to connect to any server 

based on settings.

•  Excellent for filtering website activity and 

protecting against malicious sites.

•  Poor reporting.


http://www.opendns.com 
	
  









Other Options 
•  Windows – Family Safety 2011 


– http://windows.microsoft.com/en-us/windows/
set-up-family-safety#


•  Mac OS X 

– System Preferences – Parental Controls


•  Monitor phone bills.  Most service providers 
now have parental contorls.


•  Create a FB/Instagram account and friend 
your kids.




Cyber Aces 
•  Have a teenager that loves technology and 

attracted to hacking?  Great!  Channel that 
passion into good.


•  Cyber Aces:  Free online cyber security training 
and testing. 


•  Gain access to international competitions.

•  Gain access to National Cybersecurity Career 

Fair.

www.cyberaces.org




Set a Good Example 
•  Explain to kids how to setup a secure 

system, then have them help you maintain it.

•  Sit down with them and teach them what to 

look for and when to tell you.

•  When in doubt, have them show you what 

apps they are using and how they work.




Top Take-Aways 
1.  Education is key, continually talk to them what 

is appropriate, what is not appropriate and 
what dangers to look out for.


2.  Have a dedicated computer / charging station 
for your kids and keep in in open area.


3.  Post agreed upon rules.

4.  Filter / monitor their activities as you see fit 

when they are younger, but realize these will be 
less effective as kids get older.







Resources 
•  http://ikeepsafe.org/

•  http://www.microsoft.com/protect

•  http://www.facebook.com/safety

•  http://www.onguardonline.gov

•  http://www.securingthehuman.org/ouch





