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RESOURCE GUIDE

Two-Factor Authentication Information

e The Two Steps Ahead campaign web pages have links to events, resources
and "how to” videos with step-by-step guidance for adding two-factor
authentication to online accounts like Gmail, Twitter, Linkedln and more:
www.stopthinkconnect.org/twostepsahead (click on “Other resources”)

Note that “app-specific passwords” or “unique app passwords” need to be
entered on mobile devices after adding two-factor authentication. “How to” videos
under “email” on the twostepsahead resource page cover that information.

Stay up to date on the latest scams by signing up for these alerts:
o Federal Trade Commission Scam Alert
www.consumer.ftc.gov/scam-alerts
o Better Business Bureau Scam Alert
http://www.bbb.org/council

Other Online Safety Resources
e Tips, posters and videos for kids, home, business and mobile can be found at:
o www.stopthinkconnect.org

o www.onguardonline.gov
e State, local, tribal and territorial governments can get cyber safety information

at: www.cisecurity.org

¢ Victims of identity theft can find resources at: www.ftc.gov/idtheft

¢ Information about cybersecurity awareness, careers, education and other
issues in cyber visit DHS at: http://www.dhs.gov/topic/cybersecurity

Follow these social media accounts to keep updated on security tips and news:

Twitter Facebook
@STOPTHNKCONNECT National Cyber Security Alliance
@StaySafeOnline STOP. THINK. CONNECT.
@cyber Better Business Bureau US
@bbb_us

Google+

+StaysafeonlineOrg
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